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KURUKSHETRA UNIVERSITY, KURUKSHETRA

W.e.f.  ACADEMIC SESSION 2022-23

	Kurukshetra University, Kurukshetra

Scheme of Examination for Bachelor of Vocation (Cyber Security & Digital Forensics)

	(Three Year Programme) w.e.f. 2022-23 in Phased Manner
Semester 1

Paper Code

Nomenclature

Duration of Exam

External

Internal

Total Marks

Type

Hours per Semester

Credits

Maximum Marks

Maximum

Marks

BVCSDF-22-11

Programming for Problem Solving
3 Hours

80

20

100

General

60

4
BVCSDF-22-12

Introduction to Cyber Security
3 Hours

80

20

100

General

60

4
BVCSDF-22-13

Introduction to Digital Forensics
3 Hours

80

20

100

General

60

4
BVCSDF-22-14

Internet & Web Technology

3 Hours

80

20

100

Skill

60

4
BVCSDF-22-15

Practical Based on BVCSDF-22-11
3 Hours

100

-
100

Skill

75

5
BVCSDF-22-16

Practical Based on BVCSDF-22-14
3 Hours

100

-
100

Skill

75

5
BVCSDF-22-17

Soft Skills and Personality Development

3 Hours

40

10

50

Skill

30

2

Kurukshetra University, Kurukshetra

Scheme of Examination for Bachelor of Vocation (Computer Hardware and Networking Maintenance)

(Three Year Programme)  w.e.f. 2022-23
Semester 2

Paper Code

Nomenclature

Duration of Exam

External

Internal

Total Marks

Type

Hours in Semester

Credits

Maximum Marks

Maximum Marks

BVCSDF-22-21

Data Structures
3 Hours

80

20

100

General

60

4
BVCSDF-22-22

Cryptography Fundamental
3 Hours

80

20

100

Skill

60

4
BVCSDF-22-23

Mathematical Foundation
3 Hours

80

20

100

General

60

4
BVCSDF-22-24

Forensics Tools & Technology
3 Hours

80

20

100

General

60

4
BVCSDF-22-25
Practical Based on BVCSDF-22-21

3 Hours

100

-
100

Skill

75

5
BVCSDF-22-26
Practical Based on BVCSDF-22-22

3 Hours

100

-
100

Skill

75

5
BVCSDF-22-27
Project Work*

3 Hours

80

20

100

Skill

60

4



	Kurukshetra University, Kurukshetra

Scheme of Examination for Bachelor of Vocation (Cyber Security & Digital Forensics)

(Three Year Programme) w.e.f 2022-23
Semester 3

Paper Code

Nomenclature

Duration of Exam

External

Internal

Total Marks

Type

Hours per Semester

Credits

Maximum Marks

Maximum Marks

BVCSDF-22-31

Operating System
3 Hours

80

20

100

General

60

4
BVCSDF-22-32

Computer Networks
3 Hours

80

20

100

Skill

60

4
BVCSDF-22-33

Cyber Security Law & Intellectual Property Rights
3 Hours

80

20

100

General

60

4
BVCSDF-22-34

Digital Forensics in Windows & Linux
3 Hours

80

20

100

Skill

60

4
BVCSDF-22-35
Practical Based on BVCSDF-22-32

3 Hours

100

-
100

Skill

75

5
BVCSDF-22-36
Practical Based on BVCSDF-22-34

3 Hours

100

-
100

Skill

75

5
BVCSDF-22-37
Environment Studies

3 Hours

40

10

50

General

30

2

Kurukshetra University, Kurukshetra

Scheme of Examination for Bachelor of Vocation (Cyber Security & Digital Forensics)

(Three Year Programme) w.e.f 2022-23
Semester 4

Paper Code

Nomenclature

Duration of Exam

External

Internal

Total Marks

Type

Hours in Semester

Credits

Maximum Marks

Maximum Marks

BVCSDF-22-41

Data Base Management System
3 Hours

80

20

100

General

60

4
BVCSDF-22-42

Python Programming
3 Hours

80

20

100

General

60

4
BVCSDF-22-43

Software Security
3 Hours

80

20

100

General

60

4
BVCSDF-22-44

Computer Forensics Analysis & Investigation
3 Hours

80

20

100

Skill

60

4
BVCSDF-22-45
Practical Based on BVCSDF-22-41

3 Hours

100

-
100

Skill

75

5
BVCSDF-22-46
Practical Based on BVCSDF-22-42

3 Hours

100

-
100

Skill

75

5
BVCSDF-22-47
Project Work*

3 Hours

80

20

100

Skill

60

4




Kurukshetra University, Kurukshetra

Scheme of Examination for Bachelor of Vocation (Cyber Security & Digital Forensics)

(Three Year Programme) w.e.f 2022-23
Semester 5

	Paper Code
	Nomenclature
	Duration of Exam
	External
	Internal
	Total Marks
	Type
	Hours in Semester
	Credits

	
	
	
	Maximum Marks
	
	Maximum Marks
	
	
	

	BVCSDF-22-51
	System & Network Security
	3 Hours
	80
	20
	100
	General
	60
	4

	BVCSDF-22-52
	Computational Thinking with Python
	3 Hours
	80
	20
	100
	General
	60
	4

	BVCSDF-22-53
	Ethical Hacking
	3 Hours
	80
	20
	100
	General
	60
	4

	BVCSDF-22-54
	Internet of Things
	3 Hours
	80
	20
	100
	Skill
	60
	4

	BVCSDF-22-55
	Practical Based on BVCSDF-22-53
	3 Hours
	100
	-
	100
	Skill
	75
	5

	BVCSDF-22-56
	Practical Based on BVCSDF-22-54
	3 Hours
	100
	-
	100
	Skill
	75
	5

	BVCSDF-22-57
	Logical Reasoning and Thinking
	3 Hours
	40
	10
	50
	Skill
	30
	2


Kurukshetra University, Kurukshetra

Scheme of Examination for Bachelor of Vocation (Cyber Security & Digital Forensics)

(Three Year Programme) w.e.f 2022-23

Semester 6

	Paper Code
	Nomenclature
	Duration of Exam
	External
	Internal
	Total Marks
	Type
	Hours in Semester
	Credits

	
	
	
	Maximum Marks
	
	Maximum Marks
	
	
	

	BVCSDF-22-61
	Malware & Network Security
	3 Hours
	80
	20
	100
	General
	60
	4

	BVCSDF-22-62
	Risk Assessment & Security Audit
	3 Hours
	80
	20
	100
	General
	60
	4

	BVCSDF-22-63
	Mobile & Wireless Security
	3 Hours
	80
	20
	100
	General
	60
	4

	BVCSDF-22-64
	Block Chain
	3 Hours
	80
	20
	100
	Skill
	60
	4

	BVCSDF-22-65
	Practical Based on BVCSDF-22-61
	3 Hours
	100
	-
	100
	Skill
	75
	5

	BVCSDF-22-66
	Practical Based on BVCSDF-22-64
	3 Hours
	100
	-
	100
	Skill
	75
	5

	BVCSDF-22-67
	Project Work*
	3 Hours
	80
	20
	100
	Skill
	60
	4


* For Project work reports, date of submission shall be 30 May in each year. After that, candidate has to pay late fee as per university examination norms. Evaluation of Project report shall be carried out by external examiner.

BVCSDF-22-11 Programming For Problem Solving
 Maximum Marks: 100









 External: 80
 Time: 3 hours





             



  Internal: 20

Credits: 4

Note: Examiner will be required to set NINE questions in all.  Question Number 1 will consist of objective type/short-answer type questions covering the entire syllabus. In addition to the compulsory question there will be four units i.e. Unit-I to Unit-IV. Examiner will set two questions from each Unit of the syllabus.
Student will be required to attempt FIVE questions in all. Question Number 1 will be compulsory.   In addition to compulsory question, student will have to attempt four more questions selecting one question from each Unit. All questions will carry equal marks.

UNIT – I

Overview of Computers: Block diagram and its description, Number systems, Arithmetic of number systems, Computer Hardware: Printers, Keyboard and Mouse, Storage Devices. 

Introduction to programming language: Different levels of PL: High Level language, Assembly language, Machine language; Introduction to Compiler, Interpreter, Debugger, Linker, Loader, Assembler.

Problem Analysis: Problem solving techniques, Algorithms and Flowchart representation. 

UNIT – II 
Overview of C: Elements of C, Data types; Storage classes in C; Operators: Arithmetic, relational, logical, bitwise, unary, assignment and conditional operators, precedence & associativity of operators.

Input/output: Unformatted & formatted I/O function in C.
Control statements:  if statement, switch statement; Repetition: for, while, and do-while loop; break, continue, goto statements.
UNIT – III 

Arrays: Definition, types, initialization, processing an array, String handling.
Functions: Definition, prototype, parameters passing techniques, recursion, built-in functions, passing arrays to functions, returning arrays from functions.

UNIT – IV 

Pointers:  Declaration, operations on pointers, pointers and arrays, dynamic memory allocation, pointers and functions, pointers and strings.
Structure & Union: Definition, processing, passing structures to functions, use of union.
Data files: Opening and closing a file, I/O operations on files. 

Suggested Books:
1. Brian W. Kernighan Dennis Ritchie,  “C Programming Language” Pearson Education India.
2. Ajay Mittal, “Programming in C - A Practical Approach”, Pearson.
3. E Balagurusamy :Programming in ANSI C,TMH Education.
4. PradipDey and ManasGhose, “Computer Fundamental and Programming in C”, Oxford Pub.

5. ForouzanBehrouz, “Computer Science: A Structured Programming Approach Using C”, Cengage Learning.
6. Ashok Kamthane, “Programming in C”, Pearson Education India..
7. YashwantKanetker, “Let us C”, BPB Publications.
8. A K Sharma, “ Fundamentals of Computers & Programming” DhanpatRai Publications 
9. Rajaraman V., “Computer Basic and C Programming”, Prentice Hall of India Learning.
BVCSDF-22-12 Introduction to Cyber Security 
Maximum Marks: 100










External: 80
 Time: 3 hours





             



            Internal: 20

Credits: 4

Note: Examiner will be required to set NINE questions in all.  Question Number 1 will consist of objective type/short-answer type questions covering the entire syllabus. In addition to the compulsory question there will be four units i.e. Unit-I to Unit-IV. Examiner will set two questions from each Unit of the syllabus.
Student will be required to attempt FIVE questions in all. Question Number 1 will be compulsory.   In addition to compulsory question, student will have to attempt four more questions selecting one question from each Unit. All questions will carry equal marks.
Unit-I
Introduction: Introduction and Overview of Cyber Crime, Nature and Scope of Cyber Crime, Types of Cyber Crime: crime against individual, Crime against property, Cyber extortion, Drug trafficking, cyber terrorism.

Need for Information security, Threats to Information Systems, Information Assurance, Cyber    Security, and Security Risk Analysis.
Unit-II

Cyber Crime Issues: Unauthorized Access to Computers, Computer Intrusions, Viruses and Malicious Code, Internet Hacking and Cracking, Virus and worms, Software Piracy, Intellectual Property, Mail Bombs, Exploitation, Stalking and Obscenity in Internet, Password Cracking, Steganography, Key loggers and Spyware, Trojan and backdoors, phishing, DOS and DDOS attack, SQL injection, Buffer Overflow.
Unit-III

Introduction to Cyber Attacks: passive attacks, active attacks, Cyber crime prevention methods, Application security (Database, E-mail and Internet), Data Security Considerations-Backups, Archival Storage and Disposal of Data, Security Technology-Firewall and VPNs, Intrusion Detection, Access Control, Hardware protection mechanisms, OS Security

Unit-IV

Law Perspective: Introduction to the Legal Perspectives of Cybercrimes and Cyber security, Cybercrime and the Legal Landscape around the World, Cyber laws, The Indian IT Act, Cybercrime Scenario in India, Digital Signatures and the Indian IT Act, Cybercrime and Punishment.

Suggested Books:

1. Nelson Phillips and Enfinger Steuart, “Computer Forensics and Investigations”, Cengage Learning, New Delhi, 2009.

2. Robert M Slade,” Software Forensics”, Tata McGraw - Hill, New Delhi, 2005. 

3. Sunit Belapure and Nina Godbole, “Cyber Security: Understanding Cyber Crimes, Computer Forensics and Legal Perspectives”, Wiley India Pvt. Ltd.

BVCSDF-22-13 Introduction to Digital Forensics 
 Maximum Marks: 100



                     





External: 80
 Time: 3 hours
  









            Internal: 20

Credits: 4

Note: Examiner will be required to set NINE questions in all. Question Number 1 will consist of objective type/short-answer type questions covering the entire syllabus. In addition to the compulsory question there will be four units i.e. Unit-I to Unit-IV. Examiner will set two questions from each Unit of the syllabus.
Student will be required to attempt FIVE questions in all. Question Number 1 will be compulsory.   In addition to compulsory question, student will have to attempt four more questions selecting one question from each Unit. All questions will carry equal marks.
Unit-1

Introduction:  Understanding of forensic science, computer forensics versus other related disciplines, digital forensic process, Locard’s exchange principle, Scientific models. 

Understanding of the technical concepts: Basic computer organization, File system, Memory organization concept, Data storage concepts 

Unit-2
Digital Forensics Process Model: Introduction to cybercrime scene, Documenting the scene and evidence, maintaining the chain of custody, forensic cloning of evidence, Live and dead system forensic, Hashing concepts to maintain the integrity of evidence, Report drafting.  

Unit-3
Windows Systems and Artifacts: Introduction, Windows File Systems, File Allocation Table, New Technology File System, File System Summary, Registry, Event Logs, Prefetch Files, Shortcut Files, Windows Executables.

Unit-4
Legal aspects of digital forensics: Understanding of legal aspects and their impact on digital forensics, Electronics discovery, Understanding of digital Forensic tools Quality assurance, Tool validation, Tool selection, Hardware and Software tools.
Case Study: Understanding of Internet resources, Web browser, Email header forensic, social networking sites

Reference Books: 
1. The basics of digital Forensics (Latest Edition) – The primer for getting started in digital forensics by John Sammons – Elsevier Syngress Imprint 
2. Cybersecurity – Understanding of cybercrimes, computer forensics and Legal perspectives by Nina Godbole and Sunit Belapure – Wiley India Publication
3. Practical Digital Forensics – Richard Boddington [PACKT] Publication, Open source community

BVCSDF-22-14 Internet & Web Technology
 Maximum Marks: 100










External: 80
 Time: 3 hours











Internal: 20

Credits: 4
Note: Examiner will be required to set NINE questions in all.  Question Number 1 will consist of objective type/short-answer type questions covering the entire syllabus. In addition to the compulsory question there will be four units i.e. Unit-I to Unit-IV. Examiner will set two questions from each Unit of the syllabus.
Student will be required to attempt FIVE questions in all. Question Number 1 will be compulsory.   In addition to compulsory question, student will have to attempt four more questions selecting one question from each Unit. All questions will carry equal marks.
UNIT-1

INTERNET: Introduction to Internet and World Wide Web (WWW). Evolution and History of World Wide Web, Web Pages and Contents, Web Clients, Web Servers, Web Browsers.  Hypertext Transfer Protocol, URLs. Searching and Web-Casting Techniques, Search Engines and Search Tools, Scripting Languages.  
UNIT-II

Web Publishing: Hosting Web Site. Internet Service Provider. Planning and designing Web Site. Web Content Authoring, Web Graphics Design, Web Programming, Steps For Developing Web Site, Choosing the Contents, Home Page, Domain Names, Creating a Website and Markup Languages (HTML, DHTML).

UNIT-III 
Web Development: HTML Document Features, HTML and XHTML, Standard XHTML Document Structure, Images, Headers, Text Styles, Text Structuring, Text Colors and Background, Formatting Text, Page Layouts. Hypertext Links, Syntactic Differences between HTML and XHTML. 
Introduction: XML, DHTML, Java Script.

UNIT-IV

HTML Elements: Images, Ordered and Unordered lists, Inserting Graphics. Table Creation and Layouts, Frame Creation and Layouts, working with Forms and Menus, working with Radio Buttons, Check Boxes. Text Boxes.

CSS: Introduction, Types of style sheets, Style specification formats, Font properties, List properties, Color, Alignment of text, Background images, The <span> and <div> tags.
Text Books:
· Raj Kamal, Internet and Web Technologies, Tata McGraw-Hill.
· Ramesh Bangia, Multimedia and Web Technology, Firewall Media.
Reference Books:
· Thomas A. Powell, Web Design: The Complete Reference, Tata McGraw-Hill

· Wendy Willard, HTML Beginners Guide, Tata McGraw-Hill.

· Deitel and Goldberg, Internet and World Wide Web, How to Program, PHI.
BVCSDF-22-17 Soft Skills and Personality Development
 Maximum Marks: 50










External: 40
 Time: 3 hours











Internal: 10

Credits: 2
Note: Examiner will be required to set NINE questions in all.  Question Number 1 will consist of objective type/short-answer type questions covering the entire syllabus. In addition to the compulsory question there will be four units i.e. Unit-I to Unit-IV. Examiner will set two questions from each Unit of the syllabus.
Student will be required to attempt FIVE questions in all. Question Number 1 will be compulsory.   In addition to compulsory question, student will have to attempt four more questions selecting one question from each Unit. All questions will carry equal marks.
UNIT I
Attitude, Process of attitude formation, building the success attitude, Spot analysis, Self-management techniques, Self-image and self-esteem, building self -confidence, Power of irresistible enthusiasm, etiquettes and manners in a group, public speaking, oral and written communication, Body language, Importance of listening and responding, tips for technical writing.

UNIT II
Development of Communication & Co-operation, Functions of Communication, Communication Basics, Communication Networks, Tips for Effective Internal Communication, Non-verbal Communication. Ethical Communication: austerity in speech, value, ethics and communication. Communication aids. Suitable behavior towards customers, Influence in skill, Creativity in presentation & projection and Multi-cultural skills
UNIT III
Introduction to Personality-Basic of Personality, Human growth and Behaviour, Theories in Personality, Motivation; Techniques in Personality development – Self-confidence, Mnemonics, Goal setting, Time Management and effective planning, Techniques in Personality Development-Stress Management, Meditation and concentration techniques, Self hypnotism, Self-acceptance and Self-growth.

UNIT IV
Co-ordination while working in a team, Leadership styles, Leader & Team player, Management of conflict, Profiles of great and successful personalities, Role of career planning in personality development, facing personal interviews and group discussions

TEXT BOOKS:
·  Rajiv K. Mishra ,Personality Development, Rupa & Company.

·  Indrajit Bhattacharya, An Approach to Communication Skills, Dhanpat Rai & Co.

· Varinder Kumar, Bodh Raj, Business Communication, Kalyani Publishers, 2014.
REFERENCES BOOKS:
· Edward E. Smith, Susan Nolen-Hoeksema, Barbara Fredrickson and Geoffrey Loftus, Atkinson and Hilgard’s Introduction to Psychology, Wadsworth Publishing, 2002.

· Ravi Aggarwal, Communication: Today & Tomorrow, Sublime Publications.

BVCSDF-22-21 Data Structures 
 Maximum Marks: 100










External: 80
 Time: 3 hours











Internal: 20

Credits: 4
Note: Examiner will be required to set NINE questions in all.  Question Number 1 will consist of objective type/short-answer type questions covering the entire syllabus. In addition to the compulsory question there will be four units i.e. Unit-I to Unit-IV. Examiner will set two questions from each Unit of the syllabus.
Student will be required to attempt FIVE questions in all. Question Number 1 will be compulsory.   In addition to compulsory question, student will have to attempt four more questions selecting one question from each Unit. All questions will carry equal marks.
Unit-1

Introduction to Data Structures, Data Types, built in and User Defined Data Structures, Applications of Data Structure, Algorithm Analysis, Worst, Best and Average Case Analysis, Notations of Space and Time Complexity, Basics of Recursion. 
Arrays, One Dimensional Arrays, Two Dimensional Arrays and Multi-Dimensional Arrays, Sparse Matrices, searching from array using Linear and Binary Searching Algorithm, sorting of array using Selection, Insertion, Bubble, Radix Algorithm 

Unit-2

Stacks: Definition, Implementation of Stacks and Its Operations, Evaluation of Infix, prefix and Postfix Expression, Inter-conversion of Infix, Prefix and Post-Fix Expression, Implementation of Merge Sort and Quick Sort Algorithm.
Queues: Definition, Sequential Implementation of Linear Queues and Its Operations, Circular Queue and Its Implementation, Priority Queues and Its Implementation, Applications of queues.

Unit-3

Linked Lists: Need of Dynamic Data Structures, Single Link List and Its Dynamic Implementation, Traversing, Insertion, Deletion Operations on Single Link Lists. Comparison between Static and Dynamic, Implementation of Linked List. Circular Link Lists and Doubly Link List, Dynamic Implementation of Primitive Operations on Doubly Linked Lists and Circular Link List. Dynamic Implementation of Stacks and Queues.
Unit-4

Trees: Definition, Basic Terminology, Binary Tree, External and Internal Nodes, Static and Dynamic Implementation of a Binary Tree, Primitive Operations on Binary Trees, Binary Tree Traversals: Pre-Order, In-Order and Post-Order Traversals. Representation of Infix, Post-Fix and Prefix Expressions using Trees. 
Introduction to Binary Search Trees: B+ trees, AVL Trees, Threaded Binary trees, Balanced Multi-way search trees, Implementation of Heap Sort Algorithm.
Graphs: Basic Terminology, Definition of Undirected and Directed Graphs, Memory Representation of Graphs, Minimum-Spanning Trees, Warshal Algorithm, Graph Traversals Algorithms: Breadth First and Depth First.

Text Books:
· Seymour Lipschutz, Data Structures, Tata McGraw- Hill Publishing Company Limited, Schaum’s Outlines.
·  Yedidyan Langsam, Moshe J. Augenstein, and Aaron M. Tenenbaum, Data Structures Using C, Pearson Education.
Reference Books:
· Trembley, J.P. And Sorenson P.G., An Introduction to Data Structures with Applications, McGraw- Hill. 

· Mark Allen Weiss, Data Structures and Algorithm Analysis in C, Addison- Wesley.

BVCSDF-22-22 Cryptographic Fundamental
 Maximum Marks: 100










External: 80
 Time: 3 hours










            Internal: 20

Credits: 4

Note: Examiner will be required to set NINE questions in all.  Question Number 1 will consist of objective type/short-answer type questions covering the entire syllabus. In addition to the compulsory question there will be four units i.e. Unit-I to Unit-IV. Examiner will set two questions from each Unit of the syllabus.
Student will be required to attempt FIVE questions in all. Question Number 1 will be compulsory.   In addition to compulsory question, student will have to attempt four more questions selecting one question from each Unit. All questions will carry equal marks.
Unit-1

Introduction to Cryptography: Definition, Cryptographic Techniques, Computer-based Symmetric and Asymmetric Key Cryptographic techniques; Symmetric Ciphers: Confidentiality with Symmetric Encryption; One-Time Pads; User Authentication Methods; Block Cipher and Data Encryption Standard; Advanced Encryption Standard; RC2, RC4, RC5 & RC6; Block Cipher Operation; Random and Pseudo Random Numbers, Cryptanalysis, Steganography.

Unit-2

INTRODUCTION TO NUMBER THEORY: Prime Numbers, Fermat’s and Euler’s Theorem, Testing for Primality, The Chinese Remainder Theorem, Discrete logarithms.

Public Key Cryptosystems: Traditional Cryptosystem, limitations; Public Key Cryptography; Diffie-Hellmann key exchange; Discrete Logarithm problem; One-way functions, Trapdoor functions; RSA cryptosystem;         
Unit-3

Digital Signature: Digital signature standards; Knapsack problem; ElGamal Public Key Cryptosystem; Attacks on RSA cryptosystem: Common modulus attack; Homomorphism attack, timing attack; Forging of digital signatures; 

Authentication Application: Kerberos, X.509 Authentication Service, Public Key Infrastructure.
Unit-4

Message Authentication and Hash Functions: Authentication Requirement, Authentication Function, Message Authentication Code, Hash Function, Security of Hash Function and MACs.
Intrusion detection: Defining Intrusion Detection, Security concepts intrusion Detection concept, determining strategies for Intrusion Detection, Responses, Vulnerability Analysis, Credentialed approaches, Technical issues.

Reference books:

1. An Introduction to Cryptography, R.A. Mollin (Chapman & Hall, 2001)

2. Rational Points on Elliptic Curves, Silverman and Tate (Springer 2005)

3. Guide to elliptic curve cryptography Hankerson, Menezes, Vanstone (Springer, 2004)

4. Elementary Number Theory, Jones and Jones (Springer, 1998)
5. Charles P. Pleeger, “Security in Computing”, Pearson Education, 5th Edition, 2001.

BVCSDF-22-23 Mathematical Foundation
Maximum Marks: 100










External: 80
Time: 3 hours











Internal: 20

Credits: 4
Note: Examiner will be required to set NINE questions in all.  Question Number 1 will consist of objective type/short-answer type questions covering the entire syllabus. In addition to the compulsory question there will be four units i.e. Unit-I to Unit-IV. Examiner will set two questions from each Unit of the syllabus.
Student will be required to attempt FIVE questions in all. Question Number 1 will be compulsory.   In addition to compulsory question, student will have to attempt four more questions selecting one question from each Unit. All questions will carry equal marks.
Unit-1

Set Introduction, Objectives, Representation of Sets (Roster Method, Set Builder Method), Types of Sets (Null Set, Singleton Set, Finite Set, Infinite Set, Equal Set, Equivalent Set, Disjoint Set, Subset, Proper Subset, Power Set, Universal Set) and Operation with Sets (Union of Set, Intersection of Set, Difference of Set, Symmetric Difference of Set) Universal Sets, Complement of a Set.
Unit-2
Logic Statement, Connectives, Basic Logic Operations (Conjunction, Disjunction, Negation) 

Logical Equivalence/Equivalent Statements, Tautologies and Contradictions.

Unit-3
Matrices Introduction, Types of Matrix (Row Matrix, Column Matrix, Rectangular Matrix, Square Matrix, Diagonal Matrix, Scalar Matrix, Unit Matrix, Null Matrix, Comparable Matrix, Equal Matrix), Scalar Multiplication, Negative of Matrix, Addition of Matrix, Difference of two Matrix, Multiplication of Matrices, Transpose of a Matrix.
Unit-4

Progressions Introduction, Arithmetic Progression, Sum of Finite number of quantities in A.P, Arithmetic Means, Geometric Progression, Geometric Mean.
Statistics: Measures of Central Tendency, Measures of Dispersion, Normal, Binomial, Poisson distributions, Correlation and Regression.

Text Books:

1. Discrete Mathematics and Its Applications by Kenneth H. Rosen, Mc Graw Hill, 6th Edition. 

2. College Mathematics, Schaum’s Series, TMH.

3. Fundamentals of Applied Statistics, S.C. Gupta and V.K.Kapoor, Sultan Chand and Publications

 Reference Books: 

1. Elementary Mathematics, Dr. RD Sharma 

2. Comprehensive Mathematics, Parmanand Gupt.
BVCSDF-22-24 Forensics Tools & Technology
Maximum Marks: 100










External: 80
 Time: 3 hours











Internal: 20

Credits: 4
Note: Examiner will be required to set NINE questions in all.  Question Number 1 will consist of objective type/short-answer type questions covering the entire syllabus. In addition to the compulsory question there will be four units i.e. Unit-I to Unit-IV. Examiner will set two questions from each Unit of the syllabus.
Student will be required to attempt FIVE questions in all. Question Number 1 will be compulsory.   In addition to compulsory question, student will have to attempt four more questions selecting one question from each Unit. All questions will carry equal marks.
Unit-1

Linux Systems and Artifacts: Introduction, Linux File Systems, File System Layer, File Name Layer , Metadata Layer, Data Unit Layer, Journal Tools, Deleted Data, Linux Logical Volume Manager, Linux Boot Process and Services, System V , BSD, Linux System Organization and Artifacts, 

Unit-2

File System: Partitioning, File system Hierarchy, Ownership and Permissions, File Attributes, Hidden Files, User Accounts , Home Directories, Shell History GNOME Windows Manager Artifacts, Logs, User Activity Logs, Syslog, Command Line Log Processing, Scheduling Tasks, Introduction to Memory Forensics.

Unit-3

Current Computer Forensics Tools: Evaluating Computer Forensics Tool Needs, Types of Computer Forensics Tools, Tasks Performed by Computer Forensics Tools, Tool Comparisons, Other Considerations for Tools, Computer Forensics Software Tools, Command-Line Forensics Tools, UNIX/Linux Forensics Tools, Other GUI Forensics Tools, Computer Forensics Hardware Tools, Forensic Workstations, Using a Write-Blocker.
Unit-4

Identification of Data: Timekeeping, Foresic Identification and Analysis of Technical Surveillance Devices, Reconstructing Past Events: How to Become a Digital Detective, Useable File Formats, Unusable File Formats, Converting Files, Investigating Network Intrusions and Cyber Crime, Network Forensics and Investigating logs, Investigating network Traffic, Investigating Web attacks ,Router Forensics. Cyber forensics tools and case studies.
References: 

· Cory Altheide, Harlan Carvey, Digital Forensics with Open Source Tools, Syngress imprint of Elsevier. 
· Bill Nelson, Amelia Phillips, Christopher Steuart, “Guide to Computer Forensics and Investigations”, Fourth Edition, Course Technology. 
· Angus M.Marshall, “Digital forensics: Digital evidence in criminal investigation”, John – Wiley and Sons, 2008.
7

