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Note:
1. There shall be total Five Units in the question paper.
2. Unit-1 shall contain one compulsory question having four parts of five marks each. This
question shall be spread over the entire syllabus.
3. There shall be two questions in each Unit i.e. Unit-11 to Unit-V.
4. The student is required to attempt four questions by selecting one question from each unit

i.e. Unit-11 to Unit-V. Each question shall carry twenty marks.

COURSE OBJECTIVES:

>

>
>
>

To analyse the general principles of the Cyber Laws

To analyse enforcing agencies of the Cyber Laws.

To help the students to evaluate the Legal Frameworkof Cyber Law.
To understand the Law of Cyber Space and E-Contracts.

UNIT 1

Fundamentals of Cyber Space and Cyber Law
Computers and its impact in society - Computer and web technology
History of Internet, Meaning, Definition, Genesis of Cyber Law.
Growth and development of Cyber law in India.
Significance and objectives of Cyber law
The difference between Real Space and Cyber Space.
Conceptual and theoreticalperspective of Cyber Law.
Cyber sovereignty - Various components of cyber law.
Data and privacy — Cyber Crimes

UNIT 11
Legislations Relating to Cyber Laws in India
Electronic Evidence
Digital Signature and Electronic signature - Subscribers,Certifying Authorities.
Internet Service providers.
Penalties, Compensation andAdjudication - The Cyber Appellate Tribunal — Offences
Jurisdiction in Cyber Space



e The National Cyber Security Policy, 2013 - Prevention of Money Laundering Act,2002

e The Indian Evidence Act, 1872/Bhartiya Sakshay Sanhita, 2023 - The Banker’s Book
Evidence Act, 1891- Indian PenalCode 1860/Bhartiya Nyay Sanhita 2023 - Reserve Bank
of India Act, 1934

UNIT 11

Consumer Protection in Cyber Space and Online Contracts
e E-Consumers, E-Consumers support and services
e Caveat Emptor: Consumers Beware - Private policy - Terms of service
e Legal remedies - Consumer Protection Act, 2019.
e Formation and validity of Online Contracts - Types of Online Contracts
e Evidentiary value of Online Contracts
e Legal issues in Online Contracts and Remedies
e Discharge and Remedies of Online Contracts - Advantages of Online Contracts over

Conventional contracts

UNIT IV
Legal Framework Of Protecting Privacy In Cyberspace
e Concept of Privacy, Principles of Privacy Law - Constitutional Perspective of Right to
Privacy
e Threats to Privacy in NewTechnological Regime
e Digital and Internet Privacy
e Regulatory Perspective of Privacy under - Information Technology Act, 2000
e Right to Information Act, 2005
e Indian Penal Code, 1860/ Bhartiya Nyay Sanhita, 2023
e Indecent Representation of Women (Prohibition) Act, 1987

COURSE OUTCOME:
> Expert knowledge law relating toCyber World and Cyber Space.

» Deep Ability to understand the Theoretical Explanation of Legal Framework of
Cyber law at National and International level.

» Develop skills for formation of e-contract’s and different aspects of statutes

» Psychologically assess of the consumer in present Cyber and digital era.

» After completing this Course, One will be able to understand the presentlaw and

legislation of Cyber Space.
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